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Learning and Resilience to Information Deception in Adversarial Networked Systems: The Necessity and Structure

of a Trusted Core

Abstract. We investigate distributed inference and learning problems in networked systems with adversaries. We analyze the
effects of adversarial attacks on the solutions and characterize the solution robustness and resiliency as functions of network
topology and adversary distribution. We demonstrate that existence of a small subnetwork of “trusted nodes” (trusted core)
provides substantial improvements to solution robustness and resilience. We characterize these improvements as functions of
the degree of trust, connectivities and location of trusted nodes.
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